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Abstract: The introduction of Artificial Intelligence in the Cyber Security world has changed the way
of defending operations and adversarial abilities. The number of cyber breaches is on the rise, even as
more Al tools are used to detect intrusions, identify anomalies, and respond to them automatically.
Because the human brain is vulnerable, there are gaps in governance, and systems themselves are
vulnerable and must be mitigated. This paper introduces a conceptual proposal for a new paradigm,
called Hacked, Healed, and Human, for cybersecurity as a multi-layered approach to digital resilience.
This model integrates the craft of human-centered security architecture, ethical governance, and
organizational agility, and the strength of Al. According to the cybersecurity risk literature on Al
governance and human factors, the proposed study hypothesizes that a sustainable cyber defense will
require the integration of human cognitive abilities with technological systems. The Hacked dimension
explores Al-based attacks, such as automated phishing, deepfake impersonation, and adaptive
malware, that exploit technical and psychological weaknesses. The Healed dimension relates to
governance reform, forensic analysis, and systematic learning processes for organizational recovery.
The human dimension considers the ethical use of Al, cognitive sustainability, and a human-centric
security architecture. This paper concludes that an essential requirement of cybersecurity resilience is
to inject both ethical and cognitive, as well as institutional, considerations into digital ecosystems and
technological progress.
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Introduction

Cybersecurity has reached a new stage with the booming integration of Al and the development
of new cyber threats. Al has revolutionized the threat landscape, enabling attackers to automate
reconnaissance, craft believable phishing attacks, and develop adaptive malware that can bypass
conventional security measures (Elamin & Ismaiel, 2025). Unlike older cyber attacks, which were
mostly manual, new attacks based on Al are dynamic, adaptive, and scalable, and can evolve
rapidly, increasing the complexity of cyber risk in critical industries.

Despite significant developments in cybersecurity technologies, cyber incidents
continue to occur at a constant rate. Human factors have been identified by organizations such
as the National Institute of Standards and Technology (NIST) and the European Union
Agency for Cybersecurity (ENISA) as a major cause of security failures (Colabianchi et al.,
2025). Indeed, despite advanced security measures, phishing vulnerability, ineffective
authentication controls, cognitive load, and slow reaction may weaken even advanced security
defenses.

These obstacles demonstrate that the problem of cybersecurity needs to be considered
on a larger scale than a purely technical one. Rather, it needs to be treated as a socio-technical
system in which humans, human thinking, human organization, and Artificial Intelligence
interact continuously (Khadka & Ullah, 2025). The security results are thus dependent not
only on the technological robustness of the systems but also on the coupling between
intelligent systems and the human decision-making process.

This paper introduces a notion of cybersecurity as an open architecture of digital
resilience, the Hacked, Healed, and Human (HHH). The framework integrates technical,
cognitive, organizational, and ethical aspects of the discipline and argues that the future of
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cyber defense needs to be more than technical improvements; it should include Al systems
that are ethically handled, organizations capable of adapting to new risks, and human-centered
security designs.

Hacked: AI-Enabled Breach and Cognitive Disruption

The first aspect of compromise in digital systems, organizational structures, and human decision
environments is the Hacked dimension. This step in modern cyber ecosystems is increasingly
influenced by Atrtificial Intelligence-based attack tools, which are improving the magnitude and
complexity of adversarial activities. In contrast to conventional types of cyberattacks, which relied
on either fixed malware code or manual exploitation methods, the new type of attacks is adaptive,
automated, and can closely emulate normal system operation.

The use of Artificial Intelligence has dramatically expanded criminals' online
capabilities, enabling them to create highly personalized, context-dependent phishing
campaigns. These messages, created by Al, can also imitate the organization's tone, mimic the
style of internal communications, and include facts and details of the situation based on
publicly available or previously leaked data (Jabir et al., 2025). Consequently, the line
between valid and illicit communication is even more challenging for human users to discern,
especially under cognitive load or time constraints.

Besides deception using text, deepfake technologies have given rise to a different
spectrum of identity-based cyber threats. Attackers can also create fake audio and video files
that sound and look real and can be used to impersonate executives, managers, or even trusted
colleagues. This type of manipulation drastically enhances the success of social engineering
attacks by capitalizing on visual and auditory clues of credibility that humans tend to depend
on (Pedersen et al., 2025). The attacks might lead to unlawful financial transfers, data loss, or
the theft of credentials in business cases.

Additionally, other notable changes in Al-related cyber threats include intelligent
malware systems. These systems are capable of dynamically changing their behavior in
response to detection activity, therefore, avoiding the traditional signature-based security
controls (Mutambik, 2025). Adaptive malware makes them more challenging to detect and
contain by repeatedly modifying their execution patterns, thus placing additional strain on
defensive infrastructure.

However, technological sophistication cannot be attributed to the success of
cyberattacks. Human mental weaknesses continue to be a key determinant of breach success.
Decision fatigue, attentional fragmentation, and heuristic shortcuts are cognitive limitations
that reduce individuals' capacity to assess potential threats critically (Greavu-Serban et al.,
2025). These cognitive limitations are increased in high-pressure digital settings where users
are obliged to handle high amounts of information.

The hacked state is therefore a two-level failure comprising system-level and cognitive
failures. It is not only the dismantling of technological defenses but also the exploitation of
human psychological and behavioral weaknesses within organizational settings. Such a
duality underscores the importance of cybersecurity models that can integrate the technical
and cognitive aspects of risk.

Healed: Organizational Recovery and Governance Reform

The point of attack in digital systems, organizational structure, and human decision-making
environments is the “Hacked dimension”. The current cyber environment is characterized by
increasingly sophisticated Al-based attack mechanisms that expand the scope and complexity of
attacks. Modern attacks, unlike exploiting the system through a manual method or using the
malware's fixed signatures, are adaptive, automated, and can mimic legitimate system behavior to
a large degree (Ravindran et al., 2025).
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Al has significantly increased the level of cybercriminals, enabling the development of
more personalized and contextual phishing attacks. Al produces these messages; they can
imitate the organizational tone, mimic the internal communication style, and include
contextual information based on publicly available data or be part of an already compromised
dataset (Kumar et al., 2024). This complicates human use of the system in distinguishing
between legitimate and malicious communications, particularly when a user is overwhelmed
or under time pressure.

Deepfakes have introduced a new dimension of internet fraud, including the identity of
a victim. Attackers can now make bogus audio and video files that can easily impersonate
executives, managers, or trusted co-workers. Such manipulation can make social engineering
attacks far more effective, since they exploit numerous signals in the visual and audio spaces
that humans are preprogrammed to believe. Actually, within an organization, these attacks
may lead to the transfer of funds illegally, the release of information, or the loss of
credentials.

Moreover, another important development in the cyber threat sphere, enabled by Al, is
adaptive malware systems. These systems can dynamically modify their behavior in response
to detection attempts and, therefore, bypass conventional signature-based security systems
(Janati & Messaoudi, 2025). Adaptive malware continuously evolves its attack patterns,
becoming more difficult to detect and contain, and making defensive infrastructure more
difficult. However, cyberattacks do not necessarily rely on technical expertise to be effective.
Human frailty remains a key factor in a breach's success. Due to cognitive constraints, such as
decision fatigue, attentional fragmentation, and heuristic shortcuts, people are frequently
unable to make critical evaluations of potential threats (Alsharif et al., 2022). Such cognitive
limitations are exacerbated in online situations where users are required to cope with large
amounts of information, e.g., during stressful situations.

This means that the hacked condition is a two-way failure: both a compromise of the
system and a disruption of the cognitive system. It is not just the inability of technology to
protect, but also the exploitation of psychology and behavioral vulnerabilities of human
beings in the organizational context. Such a duality underscores the need for cybersecurity
models that integrate the technical and cognitive components of risk.

Human: Ethical Al And Human-Centered Cybersecurity Architecture

The “Human” dimension is the most advanced level of cybersecurity maturity in the proposed
Hacked-Healed—Human framework. It is the process of the smooth integration of Artificial
Intelligence systems with human cognitive capabilities, ethical management principles, and
organizational structures that prioritize human well-being and effective decision-making (Wen et
al., 2024). Nowadays, cybersecurity is recognized as a socio-cognitive system in which human
and machine intelligence interact.

Human-centered cyber security design: This is a process of designing a cyber security
system that considers human factors and cognitive limitations. In complex digital landscapes,
the number of alerts that security professionals need to manage is enormous; they must
decipher system logs and respond to potential threats promptly. This may lead to cognitive
overload, reduced situational awareness, and incorrect decisions if the system is not designed
appropriately. To address this, human-centered approaches aim to reduce redundant
notifications, prioritize valuable information, and improve the usability of dashboard and
monitoring systems.

In this regard, it is vital that Al can be explained and made a necessity for effective
cybersecurity practices. The results of Al systems should be understandable to human
operators, as Al is increasingly used in threat detection, anomaly identification, and
automated response generation. Security practitioners need to gain insights into the decisions
an Al system is making and be able to explain why and how those decisions are being made
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(Sharma et al., 2025). Without transparency in Al systems, there is a risk of loss of trust,
leading to over-reliance or under-reliance, which may be operationally risky.

The Human dimension also has ethical governance as a major component.
Transparency, accountability, fairness, and auditability should be applied to Al systems used
in cybersecurity. To prevent the introduction of unintentional bias, to obfuscate important
decision paths, and to make security operations more algorithmic and continuous,
mechanisms for continuous auditing are needed (Merchan-Cruz et al., 2025). This need for
ethical oversight is particularly important in cases such as critical infrastructure protection,
financial markets, and national security, where the consequences of algorithms may be more
widespread.

In the end, the Human dimension is a socio-cognitive cybersecurity ecosystem where
technology is a facilitator, not a major influence or constraint. In this approach, Artificial
Intelligence is used in the decision-making process, but the final decision-making is left to the
human operator, thus maintaining the human factor. In this regard, sustainable practices, trust,
and ethical considerations are essential elements of safe digital spaces. Making cybersecurity
systems more ethically responsible and cognizant will contribute to the creation of systems
that are not only more resilient to attacks but also more closely aligned with human values
and institutional legitimacy.

The Hacked—Healed—Human Framework

The Hacked—Healed—Human model views cybersecurity as a fluid, dynamic process rather than a
series of separate, sequential, discrete stages. The traditional model of cybersecurity emphasizes
prevention, detection, and response as distinct stages of the response process. These linear
interpretations, however, miss the dynamism and evolution of today's cyber threats, especially the
more complex adversarial strategies in an Al-enabled environment (Mazhar et al., 2023). The
Hacked—Healed—Human approach, on the other hand, holds cybersecurity as a perpetual
disruptive-recovery—maturing system, with each phase informing and reinforcing the others.

The Hacked stage is the first stage of compromise, in which both technical and
cognitive systems are compromised. This phase goes beyond the mere breach of a system to
the psychological manipulation of the targeted person's mind and behavior, leveraging trust
bias, perceptions of urgency, and attentional overload (Aslan et al., 2023). Artificially
intelligent threats can further complicate the situation, as they can be more personalized,
automated, and adaptive, adjusting to countermeasures (Rego et al., 2021). The Hacked stage
involves two elements of compromise: infrastructure compromise and cognitive disruption
within the organization.

The next stage is the Healed stage, the post-compromise stage. At this phase, technical
restoration is underway, with broader organizational responses, such as governance
restructuring, communication realignment, and institutional learning. Primarily, the efforts of
recovery operations during this stage are the organization of incident response units, forensic
investigation of the route of the breach, and recovery of the integrity of the operation (Jerab &
Mabrouk, 2023). It is not just a matter of repairing the breach but of having a systematic
process to bring those lapses into focus, perhaps due to poor policy implementation, vague
escalation policies, or insufficient integration of technical and managerial decision-making
processes.

The last level of the framework is the Human stage, in which cybersecurity systems are
intentionally designed to align with human brain and moral values. At this stage, Artificial
Intelligence is applied in a manner that allows for decision-making without bombarding users
or meddling with human judgment (Lazaros et al., 2026). The necessity of cognitive
sustainability is being elevated on the security agenda, rather than having to contend with
unwarranted alert fatigue or decision overload. Ethical integration of Al also ensures
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transparency, interpretability, and accountability of automated systems, further instilling trust
in an organizational setting.

Combined, they have a self-reinforcing, iterative model in which each event in
cyberattacks is viewed as contributing to greater organizational intelligence and adaptive
capacity (Ainslie et al., 2026). The framework views incidents as learning experiences, not
failures. This is a cyclical process that is repeated over the years and builds cyberspace into a
new architecture that integrates technological systems, human cognition, and institutional
governance into a resilient system that can adapt to the realities of continuously changing
threats.

Implications For Cyber Leadership

The cybersecurity paradigm shift is a shift in leadership management toward a more resilient
governance approach, rather than a traditional technical management approach. Earlier, the
essential role of leadership positions was in other aspects of cybersecurity, such as protecting
digital resources, ensuring system integrity, and adhering to security standards. Nonetheless,
leadership positions have ceased to be confined to technical risk management and now include
resiliency design, cognitive risk awareness, and ethical management of technology due to the
complexity of cyber threats, especially with the growing application of Al.

The Chief Information Security Officer (CISO) role in this dynamic world has gone
beyond ensuring systems are not hacked by bad people; it is now about building and
establishing strong security environments. The dexterity in fields such as Al literacy, analysis
of human behavior, risk communication, and the design of organizational governance is
required for this post. This implies that cyber leaders should understand the technical
vulnerabilities of systems and the human vulnerabilities that can lead to security
vulnerabilities.

One of the lessons of the framework is that the lack of cybersecurity is not most
probably a one-dimensional, technical problem. Rather, they would tend to arise from
organizational structure issues: limitations in communication, the lack of guidelines for
resolving incidents, the inaccessibility of training systems, and discrepancies in the incentives
provided to top management and the technical divisions. These structural problems render
people vulnerable even with high levels of technological protection, and heighten the
importance of leadership practices that take into account systemic vulnerabilities and risk
factors beyond technical ones.

Leadership in cybersecurity, then, must be conscious of managing cognitive workload
in security operations. In the era of increasing data volumes and the complexity of security
contexts, security professionals are expected to handle large volumes of alerts, system alerts,
and threat intelligence reports. Otherwise, it may cause cognitive overload, impaired decision-
making accuracy, and increased response time. Making the security workflow simpler,
prioritizing critical alerts, and developing mechanisms that facilitate, not hinder, human
performance have to be the leadership priority.

In addition to the operation, cybersecurity leaders must be effective and articulate in
communicating incidents. The absence of communication among the technical team,
executives, and external stakeholders during a security incident can significantly increase its
severity. Recovery through effective communication systems, well-defined escalation
procedures, and reporting systems is essential for providing an effective and timely response.

Finally, the leaders in the field of cybersecurity must be able to deliberate on the ethical
aspects of Al implementation in cybersecurity. Leaders are recommended to ensure that Al is
applied to detection, prediction, and response capabilities, and that the systems are
transparent, auditable, and appropriate to the values of the organization and society. Ethical
oversight should not be considered an 'add-on' but an integral part of good cybersecurity
governance. This involves creating a level playing field for algorithmic decision-making,
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ensuring accountability when using algorithms, and enabling the exercise of choice and
control in critical security situations.

This new perspective on leadership gives cybersecurity a new place in governance,
where technical skills, human thinking, and moral obligations need to continuously work
together.

Conclusion

The Hacked, Healed, and Human model was proposed in this paper as a conceptual framework
for cybersecurity in the era of Al In general, the framework demonstrates that cybersecurity
resiliency concerns not only technological factors but also the dynamics of human reasoning,
organizational orientation, and moral Al systems.

The Hacked phase highlights both the technical and cognitive elements of cyber
compromise. Recovery is a key focus of the Healed stage, using governance change and
institutional learning. Ethical and cognitive sustainability lay the foundation for long-term
cyber-resilience in the Human stage.

The study concludes that future cybersecurity systems need to shift away from purely
technical models of defense towards socio-technical architectures that focus on human-
centered design, ethical governance, and adaptive organizational learning.
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