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Abstract: Artificial intelligence (AI) is transforming forensic science by enhancing accuracy, 
efficiency, and investigative precision. Generative AI supports forensic psychiatry, behavioral 
profiling, and risk assessments, while deep learning models improve forensic odontology and 
biometric verification. AI-driven tools accelerate crime scene reconstruction, digital forensics, and 
DNA analysis, reducing processing time and human error. Intelligent systems analyze large datasets, 
aiding forensic experts in evidence interpretation and criminal profiling. In forensic medicine, AI 
enhances identification, ballistics analysis, injury assessment, and post-mortem interval estimation. 
Despite these advancements, ethical concerns persist regarding bias, privacy, and transparency in AI-
based forensic decisions. Generative AI raises additional risks, requiring strict regulations and 
interdisciplinary oversight. The rise of AI-enabled cybercrimes and deepfake content further 
necessitates advanced security measures. The future of forensic AI relies on responsible governance, 
ensuring accuracy, fairness, and public trust in criminal investigations. Ethical AI frameworks are 
essential to balance technological innovation with justice and accountability. 
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Introduction 
The advent of generative artificial intelligence (AI) marks the beginning of a new era in 
artificial intelligence for forensics, poised to seize opportunities created by algorithmic 
advancements and improved interpretability. This shift enhances forensic science by enabling 
quicker, more accurate, and more efficient resolutions of complex criminal cases. Similar 
trends are emerging in forensic psychiatry, with AI technologies supporting behavioral 
profiling, risk assessments, and mental health evaluations. Forensic odontology utilizes 
advanced image recognition techniques and machine learning algorithms to improve the 
accuracy of dental identifications, even in post-mortem conditions. Furthermore, AI-powered 
solutions will revolutionize crime scene reconstruction, digital forensics, and biometric 
verification to ensure investigative accuracy and efficiency. This will also build trust among 
legal professionals and forensic specialists in the ethical and responsible use of these tools 
within the criminal justice system.  

 AI is transforming the analysis of forensic evidence in criminal investigations by 
enhancing efficiency, accuracy, and overall investigative results (Das et al., 2023). AI 
technologies can reduce processing time for essential forensic tasks by up to 93% and 
improve the accuracy of facial recognition and object detection (Rizwan Basha & Annamalai, 
2024). AI applications in forensics include DNA analysis, pattern recognition, crime scene 
reconstruction, and digital forensics (Alaa El-Din 2022). Intelligent agents and case-based 
artificial reasoning can evaluate and correlate large data sets, presenting the most relevant 
evidence to human examiners (Hoelz et al., 2009). AI assists in analyzing microparticles, 
enhancing traditional forensic techniques such as microscopy and spectroscopy (Javadova, 
2024). However, concerns persist about the reliability and fairness of AI-based forensic 
identification tools compared to human experts (Barrington and Farid 2023). Despite its 
potential, AI should complement human expertise rather than replace it, as both machine and 
human errors can influence the final analysis (Németh & Vári, 2024).  

RESEARCHRESEARCH  
ASSOCIATION forASSOCIATION for  
INTERDISCIPLINAR  INTERDISCIPLINARY Y
STUDIESSTUDIES DOI:10.5281/zenodo.15481632RAIS 

April 17-18, 2025



RAIS Conference Proceedings, April 17-18, 2025	

250	

Generative AI in forensics 
From generating realistic data to synthesizing large volumes of unstructured information, 
generative AI can potentially transform forensic psychiatry and the criminal justice system. It 
represents a shift from traditional discriminative AI models, offering substantial promise in risk 
assessment, diagnostic support, and training across various platforms while raising ethical and 
legal questions requiring thorough examination (Tortora, 2024). In this paper, Tortora analyzes 
the role of generative artificial intelligence (GenAI) in forensic psychiatry and the criminal justice 
system, specifically focusing on the transition from discriminative AI systems to generative 
models. The discussion highlights how generative AI may revolutionize practices such as risk 
assessment and rehabilitation and the ethical and legal issues its use raises. The findings 
emphasize the necessity of interdisciplinary teamwork and careful assessment prior to the broad 
adoption of generative AI in decision-making processes that rely on judgment. The results 
illustrate the transformative potential that generative AI models could have on forensic psychiatry, 
particularly in risk assessment, diagnostic support, and treatment planning. This underscores the 
potential for generative AI solutions to improve decision-making in courtrooms and forensic 
psychiatric settings, impacting data collection, diagnostic evaluations, and report writing. 
Tortora’s paper also examines generative AI's ethical and legal implications, stressing the 
necessity for comprehensive investigation and regulation to address risks, including biased 
outputs and data privacy concerns. 

AI in forensic medicine 
AI is transforming forensic medicine by enhancing accuracy and efficiency in various 
investigative processes, including forensic identification, ballistics analysis, traumatic injury 
assessment, and post-mortem interval estimation. Utilizing advanced machine learning and deep 
learning techniques, AI reduces human subjectivity, decreases errors, and accelerates forensic 
examinations, ultimately boosting the reliability of results. In forensic identification, AI-driven 
facial recognition, fingerprint matching, and biometric analysis significantly improve the 
capability to identify victims and suspects with greater precision and speed. These technologies 
can analyze vast forensic databases in seconds, streamlining investigative workflows and reducing 
manual effort labor. 

In ballistics, AI-powered systems enhance the analysis of firearms and ammunition by 
quickly matching bullets, shell casings, and gunpowder residue to specific weapons. By 
automating the comparison of ballistic evidence, AI enables forensic experts to efficiently and 
accurately establish connections between crime scenes. 

3D modeling has become an essential tool in ballistic analysis, providing precise 
measurements and simulations that improve the understanding and prediction of ballistic 
behaviors. Here are some key applications of 3D modeling in this field: 

Ø Projectile entry and wounding analysis: High-resolution 3D data allows for precise
measurement of projectile entry areas, even in complex cases like barbed or asymmetrical 
projectiles. Calculating the permanent wounding cavity volume improves the accuracy of 
assessing the wounding capability of lithic projectiles (Nosek & Kaňáková, 2021). 

Ø Internal ballistics simulation: 3D numerical models simulate the internal ballistics of
artillery rounds while accounting for geometric effects and interactions between energetic 
materials. These models aid in predicting detonation effects and characterizing heat and mass 
transfer during combustion, thereby enhancing the understanding of projectile acceleration 
(Otón-Martínez et al., 2021). 

Ø Impact behavior of woven fabrics: 3D modeling simulates the impact behavior of
woven fabrics, such as Kevlar, under ballistic forces. These models evaluate energy 
dissipation and failure mechanisms, providing insights into the protective capabilities of 
materials used in armor systems (Tripathi, Chowdhury & Behera, 2020; Dewangan & 
Panigrahi, 2020; Wei, Yang & Gao, 2021). 
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Ø Forensic ballistics: In forensic medicine, 3D modeling is utilized to reconstruct
gunshot wounds, providing highly accurate measurements of wound channels. This 
application enhances the precision of forensic examinations and improves the understanding 
of gunshot injuries (Zmievska & Savka, 2024). 

Ø Ballistic performance of composites: 3D modeling aids in analyzing the ballistic
performance of hybrid woven composites. It helps simulate and understand the energy 
dissipation mechanisms and damage patterns, crucial for designing effective protective 
materials (Muñoz et al., 2015). 

Traumatic injury analysis benefits from AI-driven medical imaging and pattern 
recognition, which help forensic pathologists determine the nature, cause, and severity of 
wounds. These tools can identify subtle injury patterns that may be overlooked by the human 
eye, supporting criminal investigations and legal proceedings. 

AI is also transforming post-mortem interval estimation, a crucial aspect of forensic 
pathology. By analyzing physiological changes, environmental factors, and historical case 
data, AI models provide more precise estimates of the time of death, aiding investigators in 
reconstructing crime timelines. 

Beyond improving forensic accuracy, AI offers cost-effective solutions by reducing 
the time and resources needed for traditional forensic examinations. Automated processes 
diminish reliance on manual analysis, allowing forensic professionals to focus on complex 
cases that require expert judgment. As AI continues to evolve, its integration into forensic 
medicine holds great potential for advancing justice while maintaining rigorous ethical and 
legal standards. However, challenges like ethical considerations and data security remain 
(Piraianu et al., 2023). 

Applications of AI in Crime Scene Reconstruction 
Incorporating artificial intelligence (AI) into forensic science transforms how crime scenes are 
reconstructed and analyzed. AI can process massive datasets, recognize patterns, and generate 
predictions, thus improving the accuracy and efficiency of forensic investigations.  

Pattern Recognition and Analysis 
AI is widely utilized for pattern recognition in forensic science, assisting in analyzing bloodstain 
patterns, wound evaluation, and various crime scene elements. This aids in predicting the 
positions of individuals involved and the events that transpired during the crime (Piraianu et al., 
2023; Yadav et al., 2022; Bandyopadhyay & Basu, 2016). AI's capability to manage large datasets 
and identify complex patterns renders it a crucial asset in forensic investigations (Lontai, Pamzsav 
& Petrétei, 2024; El-Din, 2022). 

Digital Forensics and Object Recognition 
AI enhances digital forensics through advanced object recognition techniques, improving crime 
scene interpretation. Algorithms enhance image quality, extract features, and reconstruct objects 
in 3D, providing a comprehensive view of the crime scene (Vikash et al., 2024). Deep learning 
models, such as YOLO, are employed for real-time object detection, aiding in identifying 
potential threats and evidence (Boukabous & Azizi, 2023). 

Virtual Reality and 3D Reconstruction 
Virtual reality (VR) and 3D scanning technologies enable immersive crime scene reconstructions. 
These technologies facilitate the collection and visualization of detailed spatial data, allowing for 
a more comprehensive analysis of the crime scene and the evidence present (Wang et al., 2019). 
This approach provides insightful surveys and assists in the accurate measurement and 
comparison of evidence (Wang et al., 2019). 
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Human-AI Collaboration 
AI is a supportive tool for human experts rather than a replacement. Collaboration between AI 
and forensic experts is essential for minimizing cognitive bias and enhancing the accuracy of 
forensic analyses (Lontai, Pamzsav, & Petrétei, 2024; El-Din, 2022). The role of AI is to 
complement human expertise by providing tools that improve the efficiency and effectiveness of 
forensic investigations (El-Din, 2022). 

Ethical and Data Security Concerns 
The integration of AI in forensic science raises ethical and data security concerns. Ensuring the 
accuracy of algorithms and protecting sensitive data is essential to prevent false interpretations 
and safeguard privacy (Piraianu et al., 2023; El-Din, 2022). Ongoing research and technological 
advancements are necessary to address these challenges and fully realize AI's potential in forensic 
applications (Piraianu et al., 2023). 

Forensic Odontology 
In forensic odontology, AI technologies - particularly artificial neural networks (ANNs) and 
convolutional neural networks (CNNs) - are used to identify bite marks, predict mandibular 
morphology, determine gender, and estimate age. These models show accuracy comparable to 
trained examiners, assisting victim identification during mass disasters (Khanagar et al., 2020). 

Bite-mark identification, a crucial aspect of forensic dentistry, greatly benefits from 
CNNs' ability to analyze and compare dental impressions with high precision. These AI-
driven systems can identify unique patterns in bite marks, match them against dental records, 
and distinguish between human and non-human bites, thus supporting criminal investigations 
and legal proceedings. 

Predicting mandibular morphology is another area where AI proves essential. By 
processing extensive dental images and skeletal structures datasets, ANNs can forecast 
jawbone characteristics based on age, genetics, and environmental influences. This aids 
forensic experts in reconstructing facial structures for identification purposes. 

AI also enhances gender determination by analyzing dental features, such as tooth 
size, shape, and arch dimensions. Machine learning models trained on vast datasets can 
classify gender with high accuracy, supporting forensic investigations when other 
identification methods are unavailable. 

Similarly, age estimation is significantly improved with AI-driven techniques. By 
evaluating dental development stages, wear patterns, and radiographic images, AI can provide 
precise age estimates for both living individuals and skeletal remains. This capability is 
beneficial in identifying missing persons, victims of disasters, and cases of undocumented 
individuals. 

AI and Crime 
AI also poses potential threats in the form of AI-enabled crimes, such as AI-generated fake 
content and the misuse of driverless vehicles for terrorist attacks. These threats highlight the need 
for robust security measures and ethical guidelines (Caldwell et al., 2020). 

While artificial intelligence presents numerous advantages for crime prevention and 
law enforcement, it also introduces new threats that exploit its capabilities. Criminals are 
utilizing AI for sophisticated cybercrimes, including AI-generated fake content and the 
misuse of autonomous technologies, such as driverless vehicles, for illegal and terrorist 
activities. These evolving threats pose serious challenges for security agencies and require 
robust countermeasures. 
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AI-Generated Fake Content and Misinformation 
One of the most alarming AI-enabled crimes is creating fake content, including deepfake videos, 
synthetic voices, and AI-generated text. Deepfake technology, powered by advanced machine 
learning models, enables criminals to produce highly realistic fake videos that can be used for 
identity theft, political manipulation, financial fraud, and blackmail. Cybercriminals also employ 
AI to generate convincing phishing emails and fake news articles, spreading misinformation on 
social media to manipulate public opinion or incite violence. 

AI-driven chatbots and language models can be weaponized to impersonate real 
individuals, facilitating scams and fraud. For instance, AI can mimic a person’s voice to 
deceive family members or employees into transferring money, a crime known as “voice 
phishing” or “vishing”. Additionally, criminals exploit AI-generated content to create 
counterfeit documents, fake social media profiles, and fraudulent product reviews, 
undermining trust in digital platforms. 

Misuse of Driverless Vehicles for Terrorism and Crime 
While autonomous vehicles promise safer transportation and logistics, they pose new security 
risks. Criminals and terrorists could exploit driverless cars for smuggling, surveillance, or even 
weaponized attacks. Because these vehicles operate with minimal human intervention, they could 
be programmed to evade law enforcement detection, transport illicit goods, or be used in targeted 
assassinations.  

One of the most concerning threats is the potential use of AI-powered vehicles as 
autonomous weapons. Hackers could hijack driverless cars, redirecting them into crowded 
areas or critical infrastructure, resulting in mass casualties. In terrorist scenarios, AI-driven 
drones or self-driving vehicles could be programmed to carry out attacks without needing a 
human operator, making it difficult for authorities to trace the perpetrators. 

Countermeasures and Security Solutions 
To mitigate the risks of AI-enabled crimes, governments, law enforcement agencies, and 
cybersecurity experts must implement advanced security measures, including: 

Ø AI-detection systems: developing AI-driven tools to detect deepfakes, synthetic
media, and fraudulent online activity. 

Ø Regulation of AI technologies: establishing strict regulations on AI-generated content,
including watermarking and authentication for digital media. 

Ø Cybersecurity reinforcements: strengthening security protocols for autonomous
vehicles to prevent hacking and unauthorized control. 

Ø Ethical AI development: encouraging AI researchers and developers to build ethical
safeguards that prevent misuse while ensuring transparency and accountability. 

The advancement of artificial intelligence (AI) has introduced new challenges in 
security, ethics, and regulation. As AI continues to evolve, several critical areas require 
focused attention, including AI-driven detection systems, regulatory frameworks for AI 
technologies, cybersecurity enhancements, and ethical AI development. 

One of the most pressing concerns in the digital landscape is the proliferation of 
deepfakes, synthetic media, and fraudulent online activities that pose significant threats. To 
combat these challenges, developing AI-driven detection systems has become imperative. 
These systems utilize machine learning algorithms, neural networks, and forensic analysis 
techniques to identify manipulated or falsified content. By examining inconsistencies in 
digital artifacts, such as facial expressions, pixel patterns, and audio distortions, AI-powered 
tools can enhance digital security and protect individuals and organizations from 
misinformation, identity theft, and reputational harm. The ongoing improvement of such 
detection technologies is essential to address the increasing sophistication of synthetic media. 
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With the rapid advancements in AI detection, robust regulations for AI-generated 
content must be established urgently. Governments and regulatory bodies must implement 
stringent policies requiring watermarking and authentication mechanisms for digital media. 
Enforcing rules on AI-generated content would ensure clear labeling of synthetic media, 
reducing the risk of deception and misinformation. Furthermore, authentication protocols 
must be developed to verify the origin and authenticity of digital assets. Such measures would 
promote transparency in AI applications and foster public trust in emerging AI technologies. 

Cybersecurity is a critical concern, especially with the rise of autonomous systems 
such as self-driving vehicles, drones, and robotic technologies. Strengthening security 
protocols for these innovations is essential to prevent unauthorized access, hacking, and 
potential cyber threats. To protect AI-powered infrastructure, AI-driven cybersecurity 
measures should include advanced encryption techniques, intrusion detection systems, and 
real-time anomaly detection. Integrating robust security mechanisms would ensure that 
autonomous vehicles and other AI-driven systems function safely and securely, reducing the 
risks of cyberattacks and system malfunctions. 

In addition to security and regulatory measures, the ethical development of AI remains 
a fundamental priority. AI researchers and developers must implement ethical safeguards to 
prevent misuse while ensuring transparency and accountability. Ethical AI development 
requires adherence to fairness, non-discrimination, and explainability. Establishing 
interdisciplinary collaborations between policymakers, ethicists, and technologists would 
contribute to creating AI systems that align with human values and societal well-being. 
Furthermore, organizations must adopt ethical AI guidelines and governance frameworks to 
ensure responsible development and deployment of AI technologies. 

Focusing on critical aspects like AI detection systems, regulatory frameworks, 
cybersecurity enhancements, and ethical AI development will be crucial for creating a secure, 
transparent, and accountable future powered by AI. The collaborative efforts of governments, 
researchers, and industry leaders will be essential for ensuring that AI technologies serve 
societal interests while addressing potential risks and ethical issues. 

As AI technology continues to evolve, so will the methods criminals use to exploit it. 
Tackling these threats requires a proactive approach that balances innovation with security, 
ensuring AI benefits society while minimizing risks posed by malicious actors. 

Interpretable AI 
The trend toward “glass box” AI, which is interpretable and transparent, is gaining traction over 
“black box” models. Interpretable AI ensures accuracy and fairness in forensic evidence and 
influences judicial rulings and legislative policies (Garrett & Rudin, 2023). This paper argues that 
interpretable or “glass box” AI models are superior to “black box” AI models in criminal justice 
environments. The government should bear a substantial burden to justify using black-box AI in 
criminal cases. Garrett and Rudin conclude that: 

Ø Interpretable AI models can perform as well as or better than black box AI models in 
complex domains such as image classification and criminal justice risk assessment. 

Ø Given the implications for constitutional rights and public safety, the government 
should have a significant burden of justification for using black box AI in criminal cases. 

Conclusions 
Because of this data-fusion capability, integrating artificial intelligence into forensic science (FS) 
transforms investigative procedures, increasing efficiency, accuracy, and reliability while 
decreasing  the potential for human error across many different forensic disciplines. Generative 
AI can transform forensic psychiatry and criminal justice through improved risk assessments, 
diagnostic assistance, and  rehabilitation strategies. Nevertheless, its implementation is 
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accompanied by ethical and legal implications that require responsible regulation and intersectoral 
cooperation to mitigate risks related to biased outputs, privacy invasion and misuse. 

This serves  as a prelude to both the limitation of conventional human effort as well 
as an illustration of machine learning and deep learning's potential application to the 
traditional investigative toolbox, including advances in forensic medicine, forensic 
identification, analysis of ballistics, assessment of traumatic injury and post-mortem interval 
estimation. Such innovations greatly minimize human  error and reduce the time it takes for 
forensic analysis to occur while increasing the accuracy of forensic judgments. A similar 
approach comes into play while  reconstructing a crime scene. AI-powered pattern 
recognition, digital forensics, and 3D modeling offer more significant insights into criminal 
events, leading to more accurate reconstruction and evidence interpretation. 

While AI has many advantages in forensics, its uses pose serious challenges. The 
emergence of AI-facilitated crimes - from deepfake content and digital fraud to  the abuse of 
autonomous systems - reinforces the demand for strong cybersecurity protocols and 
regulatory oversight. The pace at which AI detection systems have evolved makes them 
crucial for tackling synthetic media and fraudulent online activities, ensuring the safety  and 
protection of individuals and institutions from cyber-attacks. 

The application of AI in forensic science raises ethical challenges that must be 
critically explored. There is growing awareness of the need for transparent and interpretable 
AI models, especially in judicial decision-making, where explainability and fairness are of 
utmost importance. The differences between black and glass box AI models in forensic 
evidence are significant. One of the most critical aspects of glass box AI models compared to 
black box AI models is the shift from opaque models that cannot be questioned to models that 
can be queried and have traceability. The development of sound frameworks by governments 
and regulators is essential to ensure the responsible application of AI in forensic science while 
protecting constitutional rights and the safety of the general public community. 

However, the world of forensic science must also adopt a level-headed approach to AI 
that benefits from its capabilities while being aware of its dangers and ethical implications. 
Treat AI as a collaborator that supports but does not replace human expertise. For forensic AI 
to thrive as a field, collaboration among technologists, forensic professionals, ethicists, and 
policymakers is essential to develop a regulatory framework that ensures transparency, 
accountability, and ethical deployment of AI-powered forensic solutions. Through responsible 
governance and ongoing research, artificial intelligence can enhance forensic investigations, 
uphold justice, and ensure public confidence in the criminal justice system. 
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